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Onucanue Kypca « TexHOJI0rud KOMMYTAallM¥ COBPEMEHHbIX CeTeH

Ethernet»
eneBast ayauropus

Kypc «Texnomoruu koMMmyTaiuu coBpeMeHHbIX ceteld Ethernety npeanasnayen i ceTeBbIX
aJIMUHUCTPATOPOB, CHELUATMCTOB NPEANPUATUH, BHEAPSAIOUINX HOBbIE HHPOPMALIMOHHBIE
TEXHOJIOTUH, CTYJCHTOB U acniupaHToB HanpasieHuit 09.03.01 «MHdpopmaTiKa 1 BEIYUCIUTEIbHAS
texHuka», 09.03.02 «Mudopmannonnbie cucTeMbl U TexHosorun», 09.03.03 «IlpuknagHas
uHpopmaruka», 09.03.04 «IIporpammuas nnxenepus», 10.03.01 «Mudopmarmonnas 6e30macHOCTbY,
02.04.03 «MaTtemaTruueckoe obecrieueHrne U aIMUHUCTPUPOBAHNE HHPOPMAIIMOHHBIX CUCTEM,

a TaKKe BCEX, KTO HHTEPECYETCS] COBPEMEHHBIMH CETEBBIMM TEXHOJOTMSMH M IPHUHLHIAMU
IIOCTPOCHHSI KOMMYTHPYEMBIX CETEH.

IIpenBapuresibHasi NOATOTOBKA

[Ipu otcyrcTBUU 0a30BOIl MOATOTOBKH PEKOMEHIYETCS MpOoxXoxkaeHne Kypca «OCHOBBI
ceTeBbIX TexHoJoruil. Yacte 1: [lepenava u koMmMyTanusi JaHHBIX B KOMIIBIOTEPHBIX CETSIX).

Cepruduxarsl

[Tocne mpoxoXaeHWs Kypca, CIyIIaTellb MOXET cIaTh CepTU(UKAUOHHBIA HK3aMEH B
ABTOPU30BaHHOM Y4eOHOM LIEHTpE WU Oamkaiiniem oduce U monyduth ceptudukar D-Link. Dx3amen
COCTOUT W3 TPAKTHUYECKOW YacTH, CIaBaeMOW B aBTOPHU30BAHHOM YUYEOHOM IIEHTpe Win oduce
KOMITAaHWHU M TECTa Ha MOpTalie AUCTAaHIIMOHHOTO 00ydenust D-Link.

Onucanue Kypca

JmurenbHOCTh Kypca — 72 akagemuyeckux dyaca. Kypc BKIIIOYAaeT JEKIMOHHYIO U
IIPaKTUYECKYIO YaCTH.

Ilenpto Kypca sBideTcs H3ydeHHE Oa30BbIX IPOTOKOJIOB KOMMYTAlMUd 2-0r0 YpOBHH,
TEXHOJIOTUH oOecredyeHusl KadecTBa OOCTYy)XMBaHUS, (YHKIUI yIpaBIeHUS MHOTOAIPECHOM
pacchUIKOM, AOCTYIOM K CETH, MOHHUTOPHMHIA, KOTOpble TpeOyroTcs I (DyHKIMOHUPOBAHMS
COBPEMEHHOM CeTH MaciTaba CpefHero MpeanpuaTusl WiIK Ha YpOBHE JOCTyIa CeTei MpoBaiiiepoB
yciyr. PaccmaTpuBaroTCs mpuUMeEpBl MX HCIOJIB30BAHMSA, & TAKXKE HACTPOMKM Ha KOMMYTaTOpPax
npousBojicTBa kKomnanuu D-Link.

Kypc MokeT ucnonb30BaThCsl KaK HE3aBUCUMBIN WIIM 4acTh 0oJiee MUPOKOro Kypca B CPEAHUX
CIELUANBHBIX, MTPO()ECCHOHAIBHBIX U BBICIINX 00pa30BaTEIbHBIX YUPEKACHUSAX.

[Tocne mpoxoXkaeHNs Kypca CIIyIIaTeaIu CMOTYT:

e TIOHMMATbh IPUHILIMIIBI IPOEKTUPOBAHUS KOMMYTUPYEMOI CETH;

e BBINOJHATh HACTPOUKY KOMMYTAaTOPOB M YIIPABIATH JOCTYIIOM K HUM;

e CO3[1aBaTh MU30JIMPOBAHHBIE CETH HA OCHOBE TexHOoJorun VLAN;

+ HCIOJB30BaTh TEXHOJIOTUH PE3EPBUPOBAHUS IS CO3/1aHUSA OTKA30yCTOMUUBBIX CETEM;
« o0ecreunBaTh Ka4eCTBO OOCITY)KHBAaHUS B KOMMYTHUPYEMBIX CETSIX;

 MCIIOJIb30BaTh pa3Hble MEXaHU3MbI 0OecieueHus1 0€30I1aCHOCTH JIOKAIbHBIX CEeTeH;

e YIpPaBJIATb MHOTOAJPECHOMN PACCHIIIKOM B JIOKAIBHBIX CETSAX.


http://www.dlink.ru/ru/education/2/
http://www.dlink.ru/ru/contacts/
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Oob6opynoBanue

MuHuManbHbIe TpeOOBaHUS (U3 pacyeTa Ha yUeOHYIO TpYIIy, COCTOSIIYI0 U3 10 yenoBek):

VYnpasisieMblit KoOMMyTaTOp™ 8 mr.
Heynpasnsemsbiii kommyTatop (Jro6ast Mojienb) S ImiT.
Pabouas cranmus 20 mT.
KonconbHbIit kabenpb 8 miT.
Kab6ens Ethernet 35 .
Ka6ems USB-COM (RS-232)' 8 miT.

* xommyratop moaenu DGS-1210-28/ME rev. B1, DGS-1250-28X, DGS-1510-28X, DGS-1520-28
i DGS-3130-30TS.

Conepxanue Kypca

1. OcHOBBI KOMMYTALIMHU

w

1.1 DBoronus JIOKaJLHEIX ceTel

1.2 ®yHKIIMOHMPOBAHNE KOMMYTAaTOPOB JIOKAIBHOMN CETH

1.3 MeTobl KOMMYyTaIUU

1.4 KoHCTpYyKTMBHOE UCIIOJIHEHUE KOMMYTaTOPOB

1.5 ®uznyeckoe CTEKUPOBAHUE KOMMYTAaTOPOB

1.6 Tunsl uHTEpPEICOB KOMMYTAaTOPOB

1.7 Bb16op onTHYECKOTO TPaHCUBEPA

1.8 ApxutekTypa KOMMYTaTOpPOB

1.9 XapaktepucThku, BIUSIOMINE HA TPOU3BOAUTEILHOCTh KOMMYTaTOPOB
1.10 YmpaBiieHne NOTOKOM B MOIYAYIIEKCHOM U AYIJIIEKCHOM PEXKHUME
1.11 Texnonorun koMMmyTanuu u Mmozaenb OSI

1.12 IlporpamMmMHoOe o0ecrieueHrEe KOMMYTaTOpOB

1.13 OOmue MpUHITUIIBI CETEBOTO AU3aiHa

1.14 TpexypoBHEBas HEpapXUUECKasi MOJEIb CETU

. HayanbHas HacTpoiika KoMmmMyTaropa

2.1 Knaccuduxanust KOMMYTaTOpOB 110 BO3MOKHOCTH YIIPaBJICHUS

2.2 CpencTsa ynpaBjieHUss KOMMyTaTOpaMu

2.3 [logkmroueHrne K KOMMYTaTopy

2.4 HavyanpHas KoH(DHUTypaLHsi KOMMyTaTopa

2.5 Opranu3zanus yAajJeHHOT0 J0CTyIa K HHTepdeiicy KOMaHIHOM CTpOKH KoMMyTaTopa o SSH
2.6 3arpy3ka HOBOT'O MPOTPAMMHOT'0 00ECTICUCHHSI HA KOMMYTaTOP

2.7 3arpy3ka u pe3epBHOE KOIMMPOBAaHUE KOHMDUTYPALIMU KOMMYTaTopa

2.8 [Toakmouenue k Web-uatepdeiicy ynpapieHus KoMMyTaTopa

Bupryanbnbie nokanbHbie ceTH (VLAN)

3.1 Tunet VLAN

3.2 VLAN Ha 0CHOBE MOPTOB

3.3 VLAN Ha ocHose crangapta [EEE 802.1Q

3.4 VLAN Ha ocHOBe nopToB U npoTokoiioB — cranaapt IEEE 802.1v

! Kabens USB-COM (RS-232) HysKeH B TOM Ciiy4ae, ecii Ha paGoueii cranmun orcyrerByer COM-topt uist
MOJIKJIIOYEHHSI KOHCOJIBHOTO Kabes.
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3.5 Private VLAN

3.6 Super VLAN

3.7 Cratuueckue u nuHamuueckne VLAN
3.8 IIporokon GVRP

3.9 Q-in-Q VLAN

3.10 ®ynxknus Traffic Segmentation

4. DyHKUMH MOBBIIIEHHS HATEKHOCTH U MPOU3BOAUTEIbHOCTH

4.1 IIporoxomnsl Spanning Tree

4.2 Spanning Tree Protocol

4.3 Rapid Spanning Tree Protocol

4.4 Multiple Spanning Tree Protocol

4.5 JlonomHUTENbHBIE PYHKITUN 3aIIUATHI OT TIETETh
4.6 Oynkuuu 6e3onacaocta STP

4.7 Texnonorus Ethernet Ring Protection Switching
4.8 ArperupoBaHue KaHaJIOB CBSI3U

5. KauectBo o0cayxuBanus (QoS)

5.1 KauectBo o6cnyxuBanus B [P-ceTsix

5.2 Mexanu3msl noaaepxku QoS

5.3 Mogenu QoS B IP-ceTsx

5.4 Mojenb UHTETPUPOBAHHBIX YCIYT

5.5 Mogenb auddepeHIUpOBaHHBIX YCIyT

5.6 IIpuoputn3zanus nNakeToB

5.7 Knaccudukanus naketoB

5.8 MapkupoBKa aKeTOB

5.9 IlpenoTBpallieHre NEPErPYy30K U YIIPaBICHUE OUEPENIMU
5.10 Opranuzanus ouepeaen U TUCIeTYepU3aIus
5.11 KoHTpo:ab M0n0Ck MPOIyCKaHUs

6. PyHkuuu odecrneyeHUs1 0€30MACHOCTH M OTPAHUYEHHUSA TOCTYIA K CeTH

6.1 Ataku Ha KOMMYTHpPYEMBIE CETH

6.2 Mepsl 1o o0ecriedeHn o 0€30MacHOCTH

6.3 3amura KOMMyTaTopa

6.4 Criucku ynpasnenust noctymnom (ACL)

6.5 OyHKIMN KOHTPOJISI HAJI MOJKIIOYEHUEM Y3JI0B K IOPTaM KOMMYTaTopa
6.6 ®ynkuuu 3anmTel L{ITY kommyTaTopa

6.7 Ayrentuduxanus noias3zonareneid 802.1X

7. MHoOroaapecHasi paccbljiKka

7.1 Anpecanysi MHOT0aipeCHON PacChUIKU

7.2 IIpOTOKOJIBI YIIPABJIEHUS] MHOTOAIPECHON TPYMIIOi

7.3 YnpaBieHre MHOT0aIpECHON pacchuIKOW Ha ypoBHe 2 mojenu OS]
7.4 Multicast VLAN

8. CereBoe ynpasJiieHue

8.1 [IpoTokon SNTP

8.2 IIporoxon SNMP

8.3 RMON (Remote Monitoring)
8.4 Ilporokon LLDP

8.5 ®ynkrus Port Mirroring

9. O630p xommyTaTopoB D-Link
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JlabopaTopHbie padoThI

17
18
19
20
21
22

Ha3Banmue
N3ydenune komaHg HacTpoiiku kommyTtaropa yepes CLI

Koman et 00HOBIIEHHS TPOrPAMMHOTO 00€CIICUEHUSI KOMMYTaTOpa U COXPaHEHHs!/
BOCCTaHOBJICHUS KOH(DHUTYpalIMOHHBIX (paitioB

Komanne! ynpasnenus tabnuneit kommyranuu 1 ARP-tabnureit

Hacrtpoiika VLAN nHa ocHoBe cranaapta IEEE 802.1Q

Hactpoiika nporokosna GVRP

Hacrpoiika ¢pyakmum Q-in-Q (Double VLAN)

Hacrpoiika cermenTanuu Tpaduka 6e3 ucnonb3oanuss VLAN

CamocrositensHas padboTa 1mo co3aanuio cetu Ha ocHoBe ctannapta IEEE 802.1Q
Hacrpoiika npotokonos cBszytomiero aepesa STP, RSTP, MSTP

Hacrtpoiika ERPS

Hacrpoiika ¢pynkimm 3ammTel oT oOpa3oBanus nerenb LoopBack Detection
ArperupoBaHue KaHAJIOB

Hacrpoiika QoS. [Ipuoputuszanus tpaduka. YpasieHHe MOI0COH MPOMyCKaHUs
Cnucku ynpasienus goctynom (Access Control List)

KonTpons Hag moaxitoueHneM y3JoB K mopram kommyraTtopa. @ynkius Port Security
KoHTposb Ham moakiroyeHueM y3iioB K noptaM kommytatopa. @yukuus [P-MAC-Port
Binding

Opranuzanus yJajaeHHOro 10CTyma K kommyrtaropy mo SSH

Hacrpoiika ayrenTudukanuu noas3osareneid 802.1X

Hacrpoiika npotokona SNMP

OyHKIMYU aHAIHU3a CETEBOToO Tpaduka

Hacrpoiika npotokona LLDP

Hrorosas camocrositensHasi paboTa



