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Onucanme kypca «OCHOBBI ceTeBbIX TeXHOJM0THMA. HacTh 2: OCHOBBI
O0ecripoBoAHBIX ceTeid Wi-Fi»

eneBast ayauropus

Kypc «OcHoBbl cereBbix TexHonoruit. Yacte 2: OcHOBbI OecripoBoaHbiX ceTeil Wi-Fi»
MIpeHa3HaueH i1 CETEBbIX aJIMUHUCTPATOPOB, CHELUAINCTOB NPEANPUSITUNA, BHEIPSIONINX HOBBIC
nH(OpMalMOHHBIE TEXHOJOTHH, CTYACHTOB, acnupaHToB HampaBieHuit 230100 «Mudbopmatuka u
BeIUMCIHTENbHAsT TexHukay, 010500 «Marematuueckoe oOecrieueHre H aJIMHUHHCTPUPOBAHUE
nHpopMannoHHbIX cuctem», 231000 «lIporpammHas HMHKEHEpHs», CTYICHTOB CHEIUAIbHOCTH
090301 «KowmmeiorepHasi 0GezomacHocth», 210700 «MHDOKOMMYHHKAIIMOHHBIE TEXHOJOTHH U
CHCTEMBI CBSI3U», & TAK)KE BCEX, KTO MHTEPECYETCSI COBPEMEHHBIMU CETEBBIMU TEXHOJIOTHSIMH.

IIpexBapuTenbHasi NOATOTOBKA

JlauHbIi Kypce TpebyeT mpoxokieHust Kypca « OCHOBBI CeTeBBIX TeXHOJOTUN. YacTh 1: OCHOBBI
nepenayy ¥ KOMMYTAIUU JaHHBIX B KOMITBIOTEPHBIX CETIX).

Cepruduxarnl

ITocne NPpOXOKACHUA KypcCa, CIyHIaTClIb MOXKET CHAAaTb CepTI/I(bI/IKaI_II/IOHHLII\/'I OK3aMCH H

nosyuuth ceprudukat D-Link. Dxk3aMeH COCTOUT U3 TeCTa HA MOPTajIe TUCTAHIIMOHHOTO 00yueHus D-
Link.

Onucanue Kypca

JlnmutenbHOCT, Kypca — 32 akameMuueckumx daca. Kypc BKIouyaeT JEKIHOHHYIO |
MPAKTUYECKYIO YacTH.

[lenbio Kypca sIBISETCS M3YUYEHHE TEXHOJIOIMH JIOKAlIbHBIX OECHpPOBOJIHBIX CETe cTaHIapra
IEEE 802.11, monmxomoB k mpoektupoBaHuio cereir Wi-Fi, mproOpereHne HaBBHIKOB pabOTBI €
TEJIEKOMMYHHUKAI[HOHHBIM 000pYyI0BaHHEM KOTOPBIE MOKHO NPHUMEHUTh B Hadajie paboThl B Ka4eCTBE
CTELIMAINCTA 10 CETSM.

[TpakTrueckas yacTh Kypca cOCTOMT U3 13 mabopaTopHbIX paboT, cpenu KoTopbix 11 6a30BBIX
u 2 ¢axynbTaTuBHBIX. ba3oBbie 1aboparopHbie paboThl BKIIIOYAIOT U3YYEHHUE U HACTPOWKY OCHOBHBIX
mapaMeTpoB Touek goctyma D-Link, ¢yHkimii 6e30macHOCTH, CerMeHTaIMH OeCIPOBOIHON CETH,
CpeACTB ympaBieHUss M MoOHHMTOpuHra. OrtaenpHble J1abopaTopHble  pabOThl  MOCBSIICHBI
Mpeo0pa30BaHUI0 EANHUIL U3MEPEHUS U pacueTy OeCpOBOJHON JIUHUU CBSA3H.

@akynpTaTUBHbIE J1a0OpaTOpHbIE PAOOTHl BKIIOYAIOT M3YYEHHUE M HACTPOMKY CErMEHTallUH
0ecrpoBOTHON CETH Ha OCHOBE 4acTOTHBIX nuarma3oHoB U SSID/VLAN, a Takxke HacCTpOWKY TOYEK
JOCTyna ¢ MOMOINbI0 mporpaMmHoro kontposwiepa Central WiFiManager. ®akynsraTuBHbIC
nabopaTopHble padOThI MOTYT BBIIOIHATHCS 110 YCMOTPEHUIO MTPETIOAaBATENS.

Kypc MoxeT HMCrosib30BaThCsl KaK HE3aBUCHUMBIA WIIM 4acTh OOJBIIOTO Kypca B CPETHHMX
CTHEHATBHBIX, MPO()ECCHOHANBHBIX M BBICIINX 00Pa30BaTEIbHBIX YUPESIKICHUSIX.

[Tocne mpoxoxIeHUs Kypca CIIyIaTeTd CMOTYT:

e monyuuTh 3HaHuA 00 apxurextype IEEE 802.11;

® TIOHMMaThb MEXaHMU3MBI JOCTYIA K OECIIPOBOIHOM cpesie epenayy;

® IIOHMMATh MPOIECC MOIKIIOYCHHUS KIMEHTa K OECHpOBOIHOW CeTH B HMH(PACTPYKTypHOM
pexume;

® U3y4HUTh METOJIBI 0OOecTieueHNs 0€30MacHOCTH, UCTIONb3yeMble B ceTsx 802.11;
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o m3yunth crenupukammu 802.11a, 802.11b, 802.11g, 802.11n, 802.11aC u TEXHOIOTHH,
WCIIOJIb3yEMBIC B HUX;

HAYYHUTHCS BBIOIHATH OIICHKY OSCIPOBOIHOM TMHUU CBSI3U;

U3YYHTh TTOAXObI K MPOSKTUPOBAHUIO OeCTIpOBOIHBIX ceTeit Wi-Fi;

U3YYUTh METOJIbl POYMUHTA;

Hay4UThCS HACTPAaUBaTh 000pyI0BaHUE OecrIpOBOAHBIX ceTeid Wi-Fi.

Ob6opynoBanme

MuHuMasIbHbIC TPEOOBAHUS:
Jlnst mpoBeneHUst J1abOpaTOpPHBIX paboT MO Kypcy TpeOyercs CIACAYIOMMA KOMIUIEKT
00opynoBaHus (U3 pacyeTa Ha YUeOHYIO TPYIITY, COCTOAMIYIO U3 10 4elioBeK):

Touka moctyma DAP-2310 9 .
Kommyrarop DES-1100-16 6 wrT.
becnposoanoii agantep DWA-160 nnu DWA-582 12 .
Anrerna ANT24-0502 4 .
Pa0ouas crannus 12 mt.
Hoyt0yx 4 wr.
Kabens Ethernet 15 mr.

OnuuoHanbHO (1711 (paKyaIbTaTUBHBIX JJAOOPATOPHBIX PAbOT)

Touka noctyna DAP-2660 3 mr.
Becnporomnoii aganrep DWA-182 3 mT.

Conep:xxanme Kypca

1 TexHosiornu 6ecIpoBOAHBIX ceTeil
1.1 Yro takoe Wi-Fi?
1.2 OcHOBHBIE yCTpOICTBa OECITPOBOTHON CETH
1.3 [IpeoOpazoBaHue eqUHUI] U3MEPEHUS

2 Apxutextypa IEEE 802.11
2.1 Yemyru IEEE 802.11
2.2 Kaap MAC crannapra IEEE 802.11
2.3 Yupasnenue goctynoM k cpene B ctannapre IEEE 802.11

3 HoakoueHue KJINEHTAa K 0eclIPOBOAHOM ceTH B MHPPACTPYKTYPHOM peKUMe
3.1 CkanupoBaHue
3.2 AyTeHTH(UKAIUS U aCCOITUAIIS
3.3 Ayrentudukanus RSN u 6e3omacnas acconuanus
3.4 JlonomHUTENBHBIE METO/IbI KOHTPOJISI JOCTYTIA K O€CIIPOBOTHON CeTH

4 Be3onacHasi mepeJaya JaHHBIX B 0€CIPOBOIHBIX CETAX
4.1 TIporoxkon WEP
4.2 TIporoxon TKIP
4.3 IIporokon CCMP
4.4 TIporpammsl ceptudurannn WPA/WPA2
4.5 Tporpamma ceptudukarmu Wi-Fi Protected Setup (WPS)
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5 ®usnueckuii yposenb IEEE 802.11
5.1 OcoO6eHHOCTH UCTIONB30BAHMS PAAHMOYACTOTHOTO CIIEKTPa
5.2 Texnonoruu moxyssitun pusndeckoro yposas IEEE 802.11
5.3 Cnemuduxkanus [EEE 802.11a
5.4 Cnemmudukanus [EEE 802.11b
5.5 Cnemmndukanus [EEE 802.11¢g
5.6 Cnermmudukanus IEEE 802.11n
5.7 Cnemmdukanus IEEE 802.11ac

6 OueHka 0eclipOBOIHOM JUHUHU CBA3U
6.1 IIpumep pacdera JIMHUU CBS3H

7 IlpoexTHpOBaHHe OeCTIPOBOAHBIX ceTeil
7.1 Dranbl NpOEKTUPOBAHUS OECIIPOBOIHON CeTH
7.2 Coop nH(pOpMaIUH 0 KIIMEHTCKUX YCTPOMCTBAX
7.3 IlnanupoBaHKe MPOU3BOIUTEIBHOCTH U 30HBI ICHCTBUS OECTIPOBOTHON CETH
7.4 TlpennpoekTHOE 00CIeI0BaHNE MECTa YCTAHOBKH OECITPOBOIHON CETH
7.5 Pa3BepThiBaHNE OECTIPOBOTHOM CETU
7.6 ITocTrpoexTHOE 00CIETOBAaHIE U TECTUPOBAHNE CETH

JlaGopaTopHbie padoThI

Jlaboparopnast pa6ota Nel. Ilpeodpa3oBaHue eIMHUI M3MEpPEeHUN B 0eCIIPOBOIHBIX CETAX
JlaGopatopHnast pabora Ne2. Cozganue GeclipoBO/IHON ceTH B HHPPACTPYKTYPHOM peKuMe
JlaGopatopHnas padora Ne3. O0bennHeHHe HHPPACTPYKTYPHBIX BSS ¢ onnum umenem SSID
yepe3 pacnpeleUTeJbHYI0 CHCTEMY

JlaGopatopnas pabota Ned. Hcceenopanue kaapoB MAC crangapra IEEE 802.11
Jlaboparopras padota Ne5. M3yueHne NacCHBHOTO U AKTHBHOI0 CKAHUPOBaHUS
Jlaboparopras padota Ne7. Pacuer GecrnipoBOIHOI JTUHUH CBSI3H

Jlabopartopnast pabota Ne§. Biimsinne cKOpoCTH nepeIavyn HA MPOU3BOAUTEIBLHOCTh U 1aJbHOCTh
AeHCTBHA CETH

JlaGopatopHnas pabora Ne9. Hacrpoiika pacnpenesenHoii cetu (WDS)

JlaGopaTopnas pa6ora Nel0. HacTpoiika cerMeHTAllUM CeTH

JlaGopatopnast pabora Nel 1. Hactpoiika ¢pynkuuu AP Array

dakyJbTATUBHbBIE J1A00PATOPHbIE PA0OTHI

Jlaboparopnast pabota Nel2. CermenTanusi 6eclipoBOHON CeTH HA OCHOBE JABYXIHANA30HHBIX
TOYeK J0CTymna
JlaGopatopHnas padota Nel3. HacTpoiika nporpaMmMHoro kourpoJssiepa CWM-100



